[TlpodounakTruka moweHHu4yecTBa: [lamaTka
ONs rpaxgaH o NnpodunakTuke u
npeaynpexgeHnn ANCTaHUNOHHbIX
npecTtynfieHnn B cpepe MHPOopMaLNOHHO-
TeNeKOMMYHUKALMOHHbLIX TEXHOMNOTNA

NAMATKA
O0 ocHOBHbIX cnocobax AUCTaHLMOHHOINO MOLLEHHNYEeCcTBa

HeCMOTpFI Ha NpUHMMaeMble NpaBOOXpPaHUTENbHbIMKU OpraHamMn Mepkhbl,
AONCTaHUMNOHHbIE XULEeHUA C UCTMNOoJb30BaHNEM I/IH(bOpMaLI,I/IOHHO-

TENEKOMMYHUKaLUMNOHHbIX TEXHONOornm CTpeMUTesibHO H86I/Ipa}OT cuny.

MOLLEHHUKM yMENOo NCMNONb3YT BCIO AOCTYMHYO MHAOPMAaLMIO N COBPEMEHHbIE
TeXHOnormu, pasdbunparoTcs B NCMXONOrMm Nogen, BolHyXaas XepTBy packpbiBaTb BCHO
nHopmMauuio o cebe nNMbo cosepLuaTb T€ UMK NHbIE OENCTBUS, NCNOSb3YIOT
yenoseyeckme cnabocTu (CTAKaTeNbCTBO, aNYHOCTb), YyBCTBA (COCTpagaHue,

06€eCnoKOeHHOCTb 3a BNMN3KKMX, KanocTb) B CBOMX KOPbICTHbIX MHTEpPECAX.
OCHOBHbIE N3BECTHbIE CXEMbI TENE(OHHOIO MOLLEHHUYECTBA:
1. Cny4yan ¢ poaCTBEHHUKOM.

MoLLEeHHVK NpeacTaBnseTcsl POACTBEHHUMKOM (3HAKOMbIM) U B3BOSTHOBAHHbLIM FOfTOCOM
no TenedoHy coobLiaeT, YTO 3aaep>kaH COTPYAHMKaMM NOMULMK 38 COBEPLUEHNE
npecTynneHus (cosepumnn AT, XpaHU OpyKUe MU HAPKOTUKM, HAHEC TSHKKNE
TenecHble noBpexaeHus). [lanee B pa3roBop BCTynaeT AkoObl COTPYAHMK nonuumn. OH
yBEpPEHHbIM TOHOM COOOLLAET, YTO yXKe He pas «nomorany» nasMm Takum obpasom. Ho
€CIN paHblUe AeHbM NPUBO3NIN HEMNOCPEACTBEHHO EMY, TO cevac AeHbI
HeobxoauMo NpvBe3TH B onpeeneHHoe MecTo, nepefaTb KakoMy-nmMbo YenoBeky,

nnbo nepeBecTn Ha cyeT (aboHeHTCKMN HoMep TenedoHa).
2. Po3bIrpbiw Npu3oB (3ToO MOryT ObITb TernedoH, HOyToyk, aBToMmoounb 1 Aap.).

Ha tenedoH aboHeHTa COTOBOM CBS3M NPUXOAUT CMC-COOOLLIEHNE, N3 KOTOPOTO
crneayeT, 4YTo B pe3ynbTaTe NpOBEeAEHHON NIOTEPEN OH Bblurpan aBTomobuns. [ns

YTO4YHEHUA BCEX aetanen notTeHUmManbHoOm XepTBe npennaraeTcd NoceTuTb



onpefeneHHbIn CanT U 03HAKOMUTBLCS C YCNOBUAMM akumm, iMbo NO3BOHWUTL NO OOHOMY
N3 yKasaHHbIX TenedoHHbIX HoMepoB. Bo Bpems pasroBopa no TenedoHy MOLLUEHHUKM
coobLLaloT 0 TOM, YTO A1 BbINONIHEHMS HEOBX0AMMbIX (hopManbHOCTEN (ynnaThbl
rOCMNOLUMMHBLI, 0POPMIEHMS HEOBXOAMMbIX JOKYMEHTOB, OnfaThl 3@ KOMUCCUIO
nepesofa) cyactnneomy obragaTesnito HOBEHbKOro aBToMobuns Heobxoammo
nepeyYncnnTb Ha cYeT yKasaHHY MU CYyMMY, a 3aTeM HabpaTb onpefeneHHyo
KOMBUHaUUIO LnMdp 1 CMMBOMOB, AKOObI AN NPOBEpPKM MNOCTYNNEHNA AEHEr Ha CYET U
nony4yeHust «koga pernctpaummy». Kak ToNbKo xxepTBa 3aBepluaeT ykasaHHble
MaHUNynaumm, c4eT oBHYNSETCH, @ MOLIEHHUKN NCYEe3aloT B HEM3BECTHOM

HanpasJlieHUN.

Ecnu Bbl y3Harnu o nposegeHun noTepen Torbko Torga, Kkorga «Bbiurpannm»
aBTOMOBOUMb, eCnn Bbl HE 3aMNOSTHANN 3adABKY Ha y4acTtue B Hen NMbo KakMM-nNnobo
Apyrum cnocobom He noareepxaanun ceoe ydactue B po3birpbille, TO, BEpoATHEE

BCero, Bac nbltaloTcs 06MaHyTb. byabTe 0CTOPOXHBbI!
3. SMS-npocbba.

ABOHEHT nony4aeT Ha MOBUNbHbIN TenedoH coobLleHne: «Y MeHst Npobnemsl,
MO3BOHM MO TaKOMY-TO HOMEPY, €CINY HOMEP He AOCTYMNEH, NOSIOXN Ha HEro
onpeaeneHHy CyMMy 1M Nepe3BoHM». YernoBek NonosiHAET CYET 1 Nepe3BaHNBaEeT,

TenedoH No-npexxHemy He LOCTYMNEH, a AeHbIM BEPHYTb y>Ke HEBO3MOXHO.

4. TenecOHHbIN 3aKa3 OT pyKkoBoAUTesNeN NPaBOOXPAHUTENbHbIX U

rocyfapcTBeHHbIX OpraHoOB BnacTu.

Ha TenedgoH aboHeHTa (NpeanpuHumMatens, pykosogurensa obbekta obLwecTBeHHOro
NUTaHWs, TOProBoro LieHTpa NMbo nx coTpyaHukam 1 ap.) NocTynaeT 3BOHOK OT
npaBOHapyLUNTENS, KOTOPLIN NPeacTaBnsaeTcs OgHUM U3 pyKOBOAMTENEN
NpaBOOXpPaHMTENbHbIX OPraHoB (MPOKypaTypbl ropoda v Ap.) U NPOCUT NOMOMHUTL CYeT
ero TenedgoHa, JONONMHNTENBHO K 3TOMY NPOCUT, Hanpuvep, 3abpoHNpPoBaTb CTOMKK B
pecTopaHe 1 coobLlaeT, 4To Nno npmesay Ha ob6bekT paccumTtaeTcs. He goxumaascb
npresaa sSkobbl JOIMKHOCTHOrO A, PyKOBOACTBYSICb MPUHLMNOM YBaXXEHUS U
A0BEPUS K PyKOBOAUTENMO HAa3BaHHOW JOIMKHOCTM B NPaABOOXPAHUTENbHbIX OpraHax,
noTepnesLLUA NepeBOaANT Yepes TepMmnHan 6aHka, NMbo Yepes UHble PUHAHCOBbIE

yCnyru OeHeXHble cpecTBa B yka3aHHOW CyMMe.

5. NMnaTHbLIX KOA.



MocTynaeT 3BOHOK, IKOObI OT COTPYAHMKA CryXObl TEXHUYECKOW NOAAEPKKM onepaTopa
MOBMMbHON CBSI3N, C NPEANIOKEHNEM NOAKITHOYMUTL HOBYHO 3KCKIMHO3UBHYIO YCIyry unm
ANA nepeperncTpauumn Bo n3bexaHme OTKIMIOYEHUs! CBA3M U3-3a TEXHNYECKoro cbos,
Unu 4nsa ynyyweHusl kayectsa cBs3un. [inst aToro aboHeHTy npeanaraetcs HabpaTb noa
[AVKTOBKY KOZ, KOTOPbI/ SIBNSIeTCA KOMOMHAUMEN Ansi OCYLLECTBNEHMS MOOMITbHOMO

nepeBoAa AeHEeXHbIX CpeacTB CO cHeTa aboHeHTa Ha cYeT 3M0YMbILLNEHHUKOB.
6. LUtpacHble caHKuuM onepaTopa.

3NoyMbILWNEHHNK NPeaCTaBNSAEeTCs COTPYAHUKOM CryXXObl TEXHUYECKOW NOAAEPKKM
oneparopa MoOUNbLHOM CBA3N U coobLlaeT, 4TO abOHEHT CMEHUN TapUMHbLIN NfiaH, He
OMoBEeCTUB onepartopa (Takke MoryT 6bITb BapuaHTbl: HE BHEC CBOEBPEMEHHYIO onnarTy,
BOCMNOSb30Barcs ycnyramum poymuHra 6e3 npegynpexaeHusi) u, COoTBETCTBEHHO, EMY
HeobXxoauMo onnaTuUTb WTpad B onpegeneHHoOM pasmepe, KynuB KapTbl 9KCNpecc-

onniatbl U COOOLLMB UX KOAbI.
7. OWMOOYHbLIN NepeBo CPeAcCTB.

ABoHeHTy noctynaet SMS-coobLueHne 0 NOCTYNNeHMM CPEACTB Ha ero CYer,
nepeBeneHHbIX ¢ NnoMoLlbto yenyrn « MobunbHbin nepeson». Cpasy nocrne 3Toro
NOCTynaeT 3BOHOK 1 MY)XYMHA (MNn KeHLWmMHa) coobLiaeT, 4To owmnboYHO nepesen
AEeHbIN Ha ero c4eT, Npu 3TOM NPOCUT BEPHYTb UX 0BpaTHO TeM xe « MoBMNbHbIM
nepesogoMy». B 0encTBUTENBHOCTUN OEHbIN HE NOCTYNatoT Ha TenedoH, a Yenosek
nepeBoauT cBoM cobCTBEHHbIE CpeacTBa. ECnn no3BOHUTL MO yKa3aHHOMY HOMEpPY, OH
MOXET ObITb BHE 30HbI AoCTyna. Kpome TOro, CyLecTBYyOT Takme HoMepa, npu

OCYLLIEeCTBMNEHNN BbI30BA Ha KOTOPble C Tenled)OHa CHUMAalOTCS BCe CpeacTsa.
8. NMpeanoxeHue nony4ntb goctyn K CMC-nepenucke u 3BoHKamM abOHeHTa.

YunTbiBasi CKITOHHOCTb HEKOTOPbIX MPaXKaaH «MNOLUMMOHUTLY 3a BNU3KMMKN N 3HAKOMbIMU,
3M10yMbILLNEHHMKaMM UCNOSb3yeTecs cnefytollasi cxema MOLLEHHUYECTBa B CETU
NHTepHeT: nonb3oBaTeNtio npeanaraeTcs 3yuntb cogep’kaHne CMc-CooBLLEHNI K
CMUCOK BXOASALLNX U MCXOOALLMX 3BOHKOB MHTEpecytoLero aboHeHTa. [1na atoro
HeobxoaumMo oTnpaBuTb coobieHne ctoumocTbio oT 10 go 30 pybnen Ha ykasaHHbIV

KOPOTKWUIA HOMEpP 1 BnucaTb B npeanaraemMyto popmy Homep TenedoHa aboHeHTa.

Mocne Toro, kak Nonb3oBaTenb OTNPaBMSAET CMC, C €ro cHeTa CNUcbIBaeTCcs cymma
ropasgo 6onbLue Ton, 4To Obina ykazaHa MOLLEHHUKaMN, a MHTepecyoLas

MH(bOpMaLlVIFI BnocnencTeBnn Tak U He NOCTyNnaeT.



9. Npopaxa umyecTea Ha UHTepHeT-CanuTax.

Mpwn 3BOHKE Ha TenedoH, pa3mMeLleHHbI Ha VIHTepHeT-carTax obbasneHnn (AsuTo,
®apllocT, pom u Ap.) npaBoHapyLUMTENb MPOCUT MOMOMHUTL CHET ero TernedoHa,
nnbo coobLWKUTL AaHHbIE U HOMEP KapTbl NOTEPMNEBLLEro ANsi NepeBoaa AeHEXHbIX
CpeacTB B KayecTBe 3agaTtka 3a ToBap. [locne coobuieHuns gaHHbIX KapTbl MPOUCXoauT

cnncaHne OeHexXHbIX CPeacTB.
10. HoBasi cxema TenetOHHOro MoweHHn4yecTBa « BULLMHIY.

OpHol 13 pacnpocTpaHeHHbIX cxemM KMbepnpecTynHUKOB B NocneaHne rogbl ctan
«BULWNHI» — 3TO BUA MOLLEHHNYECTBA, NPY KOTOPOM 3710YMbILLNIEHHUKN NOA MoObIM
NpeanoromM BblHY)XAalT HAC NPeAoCTaBNATb KOHUAEHUMANbHbIE AAaHHbIE B «HALLKX
COGCTBEHHbIX MHTEPECaX», TO ECTb UCKYCCTBEHHO CO3AaeTcs cuTyauus, Tpebytowas

NMoMOLLM OT cneuuanucTa.

Llenb MoLleHHUKOB noA nobbiM NPEeANoroM N3BneYb CEKPETHYHO NIUYHYO MHpOpMaLMIO
0 KpeauTke. [Ans nonyyeHus ocTtyna K KoHpmaeHUnanbHbIM AaHHbIM BriagenbLla
MHUMbIE MOMOLLHUKN UCMOMb3YHT TeNedOHHYI0 CBA3b Kak B aBTOMaTU3NPOBAHHOM

pexume, Tak U HanpPsAMY OT MHUMOTO «onepaLmnoHucTa» GaHKOBCKOro CeKkTopa.

Bo MHOrMx cnyyasx B Te4eHne gHS HaM NOCTOSIHHO HaYUHAKT 3BOHUTb HA MOBUITbHUK C
HEe3HaKOMOro MOCKOBCKOro HoMepa, HadnHatrowlerocsa Ha 495. 3BOHKM C MOCKOBCKMX
HOMepPOB OBbIYHO HACTOSbKO HAaCTOMYMBLI (MHOrA4A A0 OEeCATU 3BOHKOB 3a [EHb), YTO

Mbl 3a4acCTylo yCTyrnaem n oree4aemM Ha HUX.

Kak Tonbko Mbl OTBE4aeM Ha 3BOHOK, HAM Ccpa3dy coobLLaloT BaXkHyt0 MHopmauuio o
BO3HUKLLMX Npobnemax ¢ Hallen KapTon, Hanpumep, YTo oHa 3abroknpoBaHa, a
cnyx6a 6esonacHocTy 6aHka NnpegoTBpaTUnia NonbITKY HECAHKLMOHUPOBAHHOIO
cnucaHus. 3aTtem 3BOHALMIA NpeanaraeT NOMOLLb B CIOXMBLUENCA CUTyaummn, Ha

KOTOPYHO MHOIrnme n3 Hac cornawiarTcA.

Hac y6exxgatoT B CpPOYHOM peLleHr BO3HUKLLEN CUTYaLMn, NOKa eLle He BCe AEHbIM
ykpageHbl. O4eHb nocnegoBaTeribHO MOLLEHHWKM CTapatoTCsa NOMy4YnUTb OT HAC BCHO
NNYHYO MHOPMaLMIO O KpeauTke, npucbinatT HoBble naponu n NMNH koabl B CMC-
yBe4OMMNeHNAxX. YCnokamaaroLwmm ronocom «baHKoBCkMe paboTHUKM» npeanaratoT

pa3nnyHble BO3MOXXHbl€ BapaHTbl 3aLUUThbI.

[oragaTtbca 0 TOM, 4TO no6e3HbIA MOMOLLHUK Ha APYyrom KoHuUe npoBoaa ABnAeTCcA

MOLLUEHHMKOM He Bcerga nerko, Ho B Nitobom Clny4dae 3TO BO3MOXHO. M3Ha4anbHO MOXHO



nobnarogaputb 3a 64UTENbLHOCTb M Y3HATb AOIMPKHOCTb, MHULMAbI 3BOHMBLUENO
COTPYAHMKA KPEAMTHON OpraHn3auum u NpeanpuHATb NonbITKY JO3BOHUTLCS MO

ropsiyen nNUHUN.

Mcnonb3oBaTb 4N BbIACHEHUS CIIOXUBLUENCA CcuUTyauum nydiuie ,D,pyr0|7| cBOWM HOMED,
NOTOMY YTO Ha CErogHsILLHNA OeHb Yy BbIMOraTenemn CyleCTBYHOT TEXHOITOINN,
no3Bondwmne nepeHanpasiAaATb BCE NnocreayrLuine 3BOHKMN Ha Teﬂe(bOHHOG

YCTPOMUCTBO MOLUEHHUKOB.
11. XnweHus ¢ KapT, NOAKNIOYEHHbIX K ONUUN GECKOHTAKTHbIX NiIaTeXemn.

[ns npoBeaeHnsa onnaTbl NO TaKOW KapTe JOCTaTOYHO NPUITOXKUTL €€ K TepMuHarny.
Beopg NNH-kopa He TpebyeTtca ecnu cymma He npesbiwaeT 1 000 pybnein. NMpu atom

KONMYECTBO pacXoHbIX TPaH3aKLUMA HE OrpaHNYeHo.

YT00bl MONYy4YnTb AEHbIMN, MOLLEHHUKY Aaxe He NoHaaobuTcs BopoBaTh KapTy Y
knveHTa. Ecnu B o6LecTBEHHOM TpaHCNopTe NOAHECTM YCTPOWCTBO K CYMKE WK
kapmaHy Bnagenbla, ToO CPeACcTBa cnmwyTes. [Ans aTux uenen MoLUeHHWKN
N3roTaBNMBalOT caMofesbHble MEPEHOCHbIE CYUTBLIBATENM UITN UCMONb3YHOT

HaHKoBCKME TepMUHanbl, 0opopMneHHbIE NO PUKTUBHBIM LOKYMEHTAM.

Takxke B TeKywem rogy 3N0yMbIlLNTIEHHUKN NPOAOITKAKT akKTUBHO UCMOJS1b30BaTb
C*)I/IUJI/IHF B couualibHbIX CeTAX U OHﬂaﬁH-MeCCGHﬂ)Kean. HaI/I6OJ'IbLLIy}O Bblroay
MOLUEeHHUKaM NPUHOCAT MaxmnHaunn 4epes ABWUTO, C NOMOLLbID KOTOPbIX OHU noJ1yHaroT

AO0CTYyN B OHNanH-6aHK.
12. Banom akkayHTa Aapyra.

Moo moryT gaxke He Noao3peBaTh, YTO UM MULLIET MOCTOPOHHUIA YenoBeK Noa, BUAOM
POACTBEHHUKA, ApYra, ¢ Npocbboli NnepeBoaa AeHer B CBA3WN C MPOU3OLLEALLIVM FOPEM.

Takum obpasom, BonasA B AOBEPUE, MOLLEHHWUKM MbITAIOTCA YKPACTb Balln OEHbIW.
13. TenedoHHOE MOLIEHHUYECTBO BO BpeMs NaHAEe MUMN.

MHorue ns Hac BBMAOY naHgemMmmnm Haxogusimcb gomMa, 4To akTuBMU3nMpoBarsio
MOLLIEHHMYECTBO C BaHKOBCKMMM KapTamMmu no TeJ'IerOHy. OueHb onepaTtnBHO 3TUM

MOMEHTOM BOCMNOJ1Ib30BaJINCb BbiMOraTesnu ¢ noMoLlbio CMapT(bOHa.

BOT nuLLb HECKOMNbKO HOBLIX NMPUMEPOB TOrO, Kak MPoMcXoauT TenedoHHoe
MOLLIEHHNYECTBO C NOCMeayoLLEen Kpaxen OeHer C KpeauTky, YYUTbiBasi COBPEMEHHYHO

cUTyauuto:



Ha TenedoH npuxoant CMC-yBegomreHne o HauncneHun KoMneHcaumm 3a
Hepabounii nepvog BoO BpeMsl anMaemMun, Ans nonyyYeHus KoTopon npeanaraeTcs

nepe3BoOHNTb B 6aHK 1 noobLaTbCst C MHUMbIM «COTPYAHUKOM».

3M10YMBbILLSIEHHMKN 3BOHAT HaM C yBEAOMIIEHMEM O TOM, YTO Mbl SKOObI
HaxoaMnNuch B KOHTakTe ¢ 3aboneswmnmn Covid-19. B cBA3n ¢ 3TuM NnpeanaraeTtcs
CPOYHO cAaThb NNaTHbIA aHanM3 Ha KOPOHaBMPYC, a YTOObI HEe HapyLaTb PEXUM
caMomn3onaunmn, «COTpyaHUKN nabopaTopuny roToBbl Npuexatb K HaMm Ha goM. [Ans

CPOYHOro Bble3ga 6p|/|ra/:|,b| HYXXHO COBEPLUNTL npegonnary.

B obounx cnyyaax nogctaBHOM YernoBek, Oyab 9TO COTPYAHUK BaHka unn mea.

nepcoHan, npegnaraet CBOK OHMaNH-NOMOLLb, YTOBbI OCYLLLECTBUTL NNaTex, a aAns
3TOro eMy HyXHa uHdopmauus o cyete. [Nocne nonyvyeHns HeOHBXOANUMbIX JAHHbIX
MOLLEHHMWKMN BbIBOOAT AEHbIM, @ Mbl, JOBEPYMUBbLIE FpaXKaaHe, OCTAaeMCS C HyIeBbIM

OanaHcom.

anBe,D,eHHbIVI nepevyeHb MOLLUEHHNYECKNX CXEM HE OrpaHMn4ynBaeTCcd npnBegeHHbIMA
npumMmepammn. npeCTyﬂHMKVI HaxoOsaT BCe HOBbIE N HOBbIE CXEMbI 1 COCOObLI Ans

OOCTMXXEHUS CBOMX NPECTYMHbIX 3aMbICIIOB.
Kak ybepeubcst 0T TenedOHHbIX MOLIEHHNYECTB?

UTo6bl He CTaTb XXepPTBOW 3110yMbILLNIEHHNKOB, He06XxoaAnMo cobnogaTb NPOCTbie
npasuna 6e3onacHoro noBeaeHns n obssaTenbHO 4OBECTU UX A0 CBeAEHUS POAHbIX U

ONU3KUX:

- He crieqyeT OOBEPATb 3BOHKaAM U COOOLLIEHNAAM, O TOM, YTO poacTBEHHUK Ninn
3HaKOMbI/ Nonan B aBapuio, 3agepxXaH CoTpyaHnkKkamMmu nonmumm 3a coeepLieHne
npecTynieHnd, 0COOEHHO, ecnn 3a 3TUM cneagyet I'IpOCb6a O nepeyncneHnn geHexXHblx
cpeacTB. Kak nokasbiBaeT NMPaKTUKa, OObIYHbIN 3BOHOK 6J'II/I3KOMy YeJ10BEKY Mo3BOIIdeT
pa3BedTb COMHEHNA U NMOHATb, YTO 3TO MOLUEHHUKN NbITaloTCA 3aBlageTb BalLlMMN

cpenocresamMmum nnnm NMyLeCcTtBoMm;

- He cnefyeT oTBeYaTb Ha 3BOHKU U SMS-coobLeHns ¢ HEM3BECTHBLIX HOMEPOB C

NPocbOOW MONOXUTb Ha CYET AEHbIU;

- He criegyeT coobuwaTte No TenedoHy Komy Obl TO HM BbINO CBEAEHUSA NIUYHOTO

XapakTepa.

CBoeBpeMeHHoe obpallieHre B MpaBOOXpaHUTENbHbIE OpraHbl MOXET NOMOYb APYrMM

radaM He nonacTtbCA Ha HE3AKOHHbIE YITOBKU TeJ'IeC*JOHHbIX MOLUEeHHWKOB.



npOTVIBOCTOHTb MOLLUEHHMKaM BO3MOXKHO JLLb NOBbILLEHHON BHAMATENBHOCTLIO,

30paBOMbICIINEM U OANTENBHOCTLIO.

NMAMATKA ans rpaxgaHd o npodunaktuke u npeaynpexaeHnn ANCTaHUMOHHbIX

npecTynneHuin B cpepe MHPOPMaLNOHHO-TENEKOMMYHUKALMOHHbBIX TEXHOMOTUIA;
YUT06bl HE OKa3aTbCs XXePTBOW MOLLEHHUKOB HEOOXOAMMO 3HaTb crieaytollee:

— COTpPYAHUKKM Ntoboro 6aHka HMKOr4a He NPOCAT COOBLWUTL AaHHbIE BaLlen KapTbl
(HOMep KapTbl, CPOK €€ AENCTBMUS, CEKPETHbIN KOO HA 0OOPOTHOM CTOPOHE KapThl), Tak

KaK Yy HUX OHO3Ha4YHO NMEKOTCA Balln JaHHbIE;

— He npu Kaknx obcTonTenbCTBax He coobLaTb AaHHble Bawen GaHKOBCKOW KapThl, a

Tak e CeKpeTHbIN Koa Ha 06OPOTHOWM CTOPOHE KapThl;

— XpPaHUTb NNH-KOL OTAENIbHO OT KapTbl, HX B KOEM Cllydae He nNncaTtb NUH-KO Ha camom

©aHKOBCKOM KapTe;
— He coobLwaTb NUH-KOA TPETbUM Nnuam;

— OoCTeperartbc4d «TeJ'Ied)OHHbIX» MOLLUEHHUKOB, KOTOpPbIE MNbITAaloTCA BBECTU BaC B

3abnyxageHue;

— nyywe naderatb TeNe@OHHbIX Pa3roBOpOB C NOA03PUTENBHLIMU NIOABMU, KOTOPbIE
npencraBnATCS COTpyAHUKamMu 6aHka, He BonTechb NpepBaThb Pa3roBop, NPOCTO

KnaguTte Tpyoky;
— BHUMaTenbHo Yntante CMC cooblieHus npuxogsiwimne ot 6aHka;

— HMKOra M HUKOMY He cooOLanTe naponu, U CEKPETHbIE KOAbl, KOTOPbIE NPUXOAAT

Bam B CMC coo0lLiueHun oT 6aHkKa;

— NMOMHUTE, YTO TOJIbKO MOLLUEHHUKN CnpallnBalOT CEKPETHbIE NapOsin, KOTOpbIe

npmxogat k Bam B CMC coobueHunn ot 6aHka;
— COTPYAHUKMN BaHKa HMKOr4a He NonpoCcAT Bac NPOUTK K GaHkomary;

— €Cn1 Bac Nnonpocunu NponTn ¢ 6aHKOBCKOWN KapTol kK GaHkoMaTy, TO 3TO 04EBUOHO

MOLUEeHHWKN,

— He noxyna|7|Te B MHTEPHET — Mara3mHax ToBap no 4BHO 3aHMWKEHHOW CTOMMOCTH, TakK

KakK 3TO o4eBNAHO MOLLUEHHUKN;



— HUKOra He NnepeBoanNTe AeHEXHble cpeacTBa, ecriv 00 3Tom Bac NpocuT caenatb
Ball 3HAKOMbIA B coLManbHOM CeTU, BO3MOXHO MOLUEHHMKWN B3rTOMarnu akkayHT,
CHayana CBSXKUTECb C 3TMM YeNTOBEKOM W y3HaTe OeNCTBUTENbHO N OH NPOCUT Y Bac

NEHbIU;
— B ceTu «HTepHeT» He nepexoanTe Mo CCbiNikaM Ha HEU3BECTHbIE CalTh;

— gencTByinTe 064yMaHHO, HE TOPOMMMBO, MOMHUTE, YTO «BecnnaTHbIf Cbip TONBKO B

MbILLUEJTOBKE».

B nocnegHve roabl LWMPOKYH NONYNSPHOCTL NOMYYUIM CMC-PaCChINKN UK
3MEKTPOHHbIE MUCbMa C COOBLLEHNSIMM O BbIUIPbIiLLe aBTOMOOWASt NGO ApYrnX LEHHbIX
Npu3oB. [Ins nony4yeHns «BbIUrpbILIa» 3110yMbILLIIEHHUKN 0ObIYHO NPOCAT NepeBecTu
Ha 3MeKTPOHHbIE cYeTa onpeaeneHHy CyMMy AeHer, MOTUBUPYSI 3TO HEOBXOANMOCTbIO
ynnaTtbl HanoroB, TaMOXeHHbIX MOLLUMMH, TPAHCNOPTHBLIX pacxodos u T.4. MNocne
NoNy4YeHUst fleHEXHbIX CPEACTB OHM NepecTatoT BbIXOAWUTb Ha CBA3b NGO NpocsT

nepeBecTy AONONHUTENbHbIE CYMMbl Ha 0chopMIIEHME BbIUPbILLA.

Orpagutb cebs oT nogobHoro poga npecTtynneHun npeaensHo npocto. Npexae Bcero
Heob6xoaumo b6bITb 6naropasymMmHbiM. 3agyManTecb Hag TEM, NPUHMMAnNW i Bbl
yyacTue B po3birphbille NpM3oB? 3Hakoma N BaM OpraHu3auusl, HanpaeusLLas
yBeZoMIneHune o Bbinrpbiwe? OTKyaa opraHM3aTopam akuun U3BECTHbI Ballun
KOHTaKTHble AaHHble? Ecnu Bbl HE MOXXeTe OTBETUTb XOTS Obl HA OAUH U3 3TUX

BOMPOCOB, PEKOMEHAYEM BaM NMPOUrHOPMPOBAaTL NOCTyNuBLLEE COObLLEHNE.

Ecnu Bbl pewnnin ncnbitTaTtb cHacTbe U BbINTU Ha CBSA3b C opraHn3atopamMu po3birpbiLla,
HOCTapaﬁTer nony4nTb OT HUX MakCUMallbHO BO3MOXHYHO I/IH(*)OpMaLI,I/II-O 06 akumn,
yCnoBudAx y4acTtua B HEn un npaBunax ee rnpoeegeHus. lNomHuTe, YTO ynoMmnHaHune
BaLlero MMeHn Ha I/IHTepHeT-caﬁTe He ABNdeTCd nogrBepxxXaeHmnem

D,O6p0|'|0p$l£l,0‘-lHOCTI/1 opraHn3aTopoB akunn n FapaHTI/IeIZ BaLlero BbiUrpbiLLa.

IMo6as npocbba nepeBecTy AeHEXHbIe CpeacTBa Ans NofyyYeHus BbiUrpbilla A0MmKHa
HaCcTOpPOXUTb Bac. [MOMHUTE, YTO BbIUIPLILL B NIOTEPEIO BieYeT 3a coboi Hanorosble
ob6s13aTenbCTBa, HO NOPSAOK YNnaThl HANOrOB pernameHTUPoBaH AENCTBYHOLLIMM
3aKOHOAAaTENbCTBOM M HE OCYLLECTBISIETCA NOCPEeACTBOM NepeBoAa AEHEXHbIX
CpPencTB Ha 3NEKTPOHHbIE CYeTa rpaxaaH U opraHn3auni Unu T.H. «3NEKTPOHHbIe

KOLLUETTbKN» .

By,D,bTe 6anTenbHbl U NOMHUTE O TOM, YTO ANd TOro, YTobbl YTO -TO BbIUTPaTh,

Heob6xoanumo npMHUMaTb y4acTue B pO3blirpbille. Bce yNnoOMMUHaHNA O TOM, 4YTO Ball



HOMEP ABITAEeTCA «CHaCTIIMBbIM» N OKa3aricAa B CMUCKe Y4aCTHUKOB Jl0Tepen, ABJTAKOTCA,

KaK npasuso, nnilib yJ'IOBKOVI ana npunenevyeHna Ballero BHUMaHuA.

Hepeakun cny4yan MOLWEHHNYECTB, CBA3AHHbIX C AeATEeNbHOCTbIO VIHTepHEeT-MarasuHoB 1
canTOoB No NpoAaxe aBMabuneToB. Yem npuBnekatoT NOTEHUManNbHbIX XXepTs
MoLUueHHVKK? pexae Bcero - He060CHOBaHHO HU3KMMK LueHamu. Npu 3akase ToBapoB
BacC NOMPOCAT BHECTU NpegonnaTy, 3a4acTyro NyTeM BHECEHUS OEHEXHbIX CPeACTB Ha
HeKUn BUPTYyarbHbIN KOLLenek NocpeacTBOM TepMuHarna akcnpecc-onnarol. [Janee
MarasuH B TeYEHNe HECKOSbKUX AHen ByaeT npuaymMmbiBaTb OTFOBOPKK N obellaTtb Bam
CKOPYIO OCTaBKy ToBapa, a notoM 6eccnegHo ncdesHeT nubo npuwneT

HeKayeCTBEHHbI ToBap.

Llenb nogo6HbIX canTtoB — 06MaHyTb MakCMManbHOE KOMYECTBO JIHOAEN 3a KOPOTKNI
cpok. Co3patb IHTepHeT-CcanT cerogHsi — Aeno HECKONbKMUX MUHYT, MO3TOMY BCKOpe
nocrne npekpawieHnsa paboTbl cant BO3POAMTCS NO ApYroMy agpecy, ¢ ApYrm

AN3alHOM U NoA APYrMM Ha3BaHMEM.

Ecnn Bbl XO0TUTE KynUTb TOBap No npegonnaTte NOMHUTE, YTO cepbe3Hble VIHTepHeT-
MarasuiHbl He ByayT NPOCUTb Bac NepevncnnTb AeHbrv Ha BUPTYarbHbIN KOLeeK unm
cyeT MmobunbHoro TenedgoHa. MNonwmte nHdbopmauuto 0 marasuHe B cetu MIHTepHerT,
NOCMOTPUTE, KaK 40SIr0 OH HAXoAMUTCS Ha pbiHKe. Ecnu Bbl MMeeTe Aeno ¢ cantom
KPYNHOW MU N3BECTHOM BaM KOMNaHuu, ybeautecb B NpaBUbHOCTU HanucaHus
agpeca pecypca B agpeCcHon cTpoke Bawlero dpayaepa. [Npu HeobxoanmocTu
noTpebynte OT agMUHUCTPATOPOB Mara3nHa NpeaocTaBUTb BaM MHGOpPMaLMIo O
IOPUANYECKOM NnLe, NPOBEPLTE ee, UCMonb3ysa 0bLwenocTynHble 6a3bl AaHHbIX
HaNOroBbIX OPraHoOB U PeecTp pPUANYECKUX nuu. Yoeagutecb B TOM, YTO Bbl 3HaeTe
agpec, No KOTOPOMY Bbl CMOXETE HanpaBuTb NPETEH3MIO B Ciy4Yae, ecrnuv Bbl byaeTe

HeOOBOJ1bHbI I'IOKyI'IKOIZ.

3aMeTHO y4acTUNUCh Criy4amn paccbifikn CMC-COOBLLIEHMIA, coaepKaLLMX MHpOPpMaLMIO O
TOM, 4YTO GaHKOBCKasi kapTa aboHeHTa 3abnokMpoBaHa B cuny psga npuymH. MHorga
nogobHble coobLleHns coaepaTt Npu3biB NEPEBECTU AEeHbIM AN pa3dnokMpoBKM

KapTbl, MHOrAa aboHeHTa NPOCAT NO3BOHUTL MM OTNPaBUTbL CMC Ha KOPOTKUA HOMEP.

Heob6xoanmo NOMHUTL O TOM, YTO €ANHCTBEHHAS OopraHun3auua, KoTopasa CMOXeT

NpoMHOPMMPOBATbL Bac O COCTOSAHUM Ballen KapTbl — 3TO BaHK, ob6cnyxuBaroLmi ee.



Ecnu y Bac ecTb N0go3peHNs 0 TOM, YTO C Ballen KapTon YTO —TO He B NOpSAKe, ecnu
Bbl MOYy4YNIM CMC-yBeLOMIIEHME O ee BNOKMPOBKE, HEMEANEHHO obpaTuTech B 6aHK.
TenedoH KnneHTckon cnyxbbl 6aHKka 0ObI4HO YKka3aH Ha obopoTe KapTbl. He 3BOHUTE U
He oTnpaBnaAnTe COObLLEeHNA Ha HOMepa, yKadaHHble B CMC-yBEOMIIEHUU, 3a 3TO

MOXeT B3MMaTbCA OAOMNOJIHUTESIbHAA nnaTa.

OauvH n3 nonynaApHbIX Ccnocob0B MOLLEHHNYECTB, OCHOBaHHbLIX Ha OJOBEPUUN CBA3aH C
pasmMeLeHnem obbsBnNEHN O npofake ToBapoB Ha 3JIEKTPOHHbLIX OOCKaX obbsBneHnn
N MHTEePHET-ayKUMNOHax. Kak npaBuno, MOLLEHHUKN NPUBJIEKAOT CBOUX XEPTB
3aHMXEHHbIMU LEHaMW N BbIrOOAHbIMW MNMpeasioxKeHNnAMU n Tpe6leT nepeyvuncrieHnda

npegonnartbl NyTeM rnepesoaa AeHEXHbIX CPeNCTB Ha SJ'IeKTpOHHbIﬁ KOLLENeK.

Bnaropasymue nomoxeT 1 3gecb. BHMMaTensHo usydnte obbsBrneHne, nocMoTpuTe
MHpopmauuio o nuue, pasmectmeLlem ero. Ecnn Toprosas nnowlagka MMeeT cuctemy
PENTUHIOB NPOAABLIOB, U3Y4MTEe OT3bIBbl, OCTABMEHHbIE APYTMMM NOKyNaTensamu, He
3abbiBasi, OAHAKO, O TOM, YTO MPECTYMHUKM MOTYT OCTaBMSATb NONOXUTESbHbIE OT3bIBbI
0 cebe, ncnonb3ys OOMNONHUTENbHbIE YYeTHbIE 3anucn. Bocnonb3yntecb NHTEpHET-
nonckom. MIHorga [ocTtaTovyHO BBECTM B (pOpMY rnoncka TennieOHHbIN HOMEpP 1
ceTeBOW NCeBAOHUM Npoasua Ans Toro, YTobbl 06HAPYXUTb, YTO 3TU AaHHbIE YXe

MCcnoJsib3oBasrimCb B LENAX XULWLEeHNA OeHEXHbIX CPeacTB U obmaHa n0|<ynaTene|7|.

MocMoTpUTE CPEAHIO CTOMMOCTL aHamNorMYHbIX TOBapoB. Yepecyyp HM3Kasi CTOMMOCTb
[I0IKHa BbI3BaTb Y Bac nogo3peHune. Ecnn npoaaeew TpebyeT nepeduncnntb eMy
MOSTHYO UM YaCTUYHYIO NpeaonnaTy 3a npuobpeTaemblii TOBap Ha ANEKTPOHHbIN CYET,
nogyManTe, HacKOSbKO Bbl FOTOBbI AOBEPSATL HE3HAKOMOMY YenoBeky. [ToMHuTe, 4To
nepeyncnsis AeHbr He3HakoMbIM NULLAM NOCPEACTBOM aHOHMMHbIX NIaTEXHbIX

cCucrtem, Bbl HE MeeTe rapaHTm7| MX BO3BpaTa B Cliydae, eCcrnun caerika He COCTOUTCA.



